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1. INTRODUCTION that have been identified (Shailer, Wade,

COSO: 2016, states that the risk of fraud
in each organization is impossible to be
eliminated. However, by implementing
the principles identified by COSO: 2016,
it can be believed that every organization
is able to improve the prevention of fraud
or in other words, minimize fraud. Fraud
risk assessment is carried out based on
existing inherent fraud risk. Inherent
fraud risk is a risk of fraud where the
condition of the organization is assessed
without considering the existing control
system. The inherent fraud risk is the first
step taken so that all fraud risks can be
identified.

There are three important focus that
can be used as an approach in assessing
optimal inherent risk, which is focused
on important issues in the organizational
structure; re examine the significance of
the results of inherent risk; and understand
the processes contained in inherent risk

Willett, & Yap: 1998). Every organization
has an inherent fraud risk in accordance
with the structure and function of the
organization itself. Some organizations
that have similar functions usually have
almost the same inherent fraud risk. The
inaccuracy of organizations in identifying
inherent fraud risk can lead to errors in
preventive actions and audit activities
(Beasley, Carcello, & Hermanson: 2001).
Appropriate identification of inherent
fraud risk in an organization can provide
input to the organization regarding
the appropriate form of prevention in
handling fraud cases. Inherent fraud risk
can be categorized into several categories
that are in accordance with the needs of
the organization.

The problems examined in this study
are what factors influence inherent fraud
risk in an industrial supervisory; what is
the level of occurrence, significance, and
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the level of inherent fraud risk that exists
in an industrial supervisory; what are
the efforts to minimize fraud risk in an
industrial supervisory?

This study focuses on knowing what
factors cause to inherent fraud risk in
one organization through analysis of
the main tasks, knowing the level of
occurrence, the level of significance, and
the spread of inherent fraud risk levels
in one organization through analysis of
organizational structure and authority,
and also providing an alternative effort that
can be done to minimize fraud risk in one
organization based on best practices and
other standards of fraud risk assessment.

2. THEORICAL BASIS

Fraud

COSO : 2016, states that fraud is an act or
negligence that is intentionally designed
to deceive other people and cause victims
to suffer and / or the perpetrators achieve
profits. The term Fraud generally includes
activities such as theft, corruption,
embezzlement, conspiracy, extortion,
money laundering, and bribery. The
definition of fraud adopted by each country
can vary depending on the regulations set
by each country (CIMA: 2009).

According to ACFE: 2008, there are 3
main categories of fraud that are influential
inanorganization: assetmisappropriations,
fraudulent statements, and corruption.
Along with the development of fraud
cases, according to the ACFE: 2018a,
falsification of reports has led to one type
of report, namely financial statements.

Several factors that can provide
opportunities for fraud in an organization
are the duties and functions of the
organization, the environment of the
organization’s existence, the effectiveness
of internal control, the culture of
organizational integrity (ACFE: 2016).

Risk Management

Every organization thatcomes from various
types and sizes will face the uncertainty,
both from internal and external sides,
which can interfere in achieving its
objectives. To convince organizations to be

able to deal with these disturbances, a risk
management strategy that is repeatedly
and continuously applied is needed (ISO
31000: 2018).

ISO 31000: 2018, explains that risk
management is one technique that can
guard an organization in achieving
its objectives. Risk Management is
implemented and embedded in the
determination of organizational strategy
and decision making. Risk management
is part of corporate governance and
leadership as a basis for reference in
managing all levels in an organization.
The contribution of risk management
in an organization is in the form of
input related to the improvement of the
organization’s management system. In risk
management, all forms of interaction with
stakeholders are considered and assessed,
this assessment is called the internal and
external context of the organization.

Generally, the implementation
of risk management is carried out in
three categories: the application of risk
management principles, the design and
implementation of a risk management
framework, and the implementation of the
risk management process. The principles
of risk management in ISO 31000: 2018, are
integrated; structured and comprehensive;
customized; inclusive; dynamic; based
on the best information available; human
and cultural factors; and continual
improvement.

A risk management framework is
created to help organizations integrate
risk management into their activities. The
effectiveness of risk management highly
depend on the successful integration of
risk management with the decision making
process and organizational governance.
According to ISO 31000: 2018, the risk
management framework consists of
leadership and commitment, integration,
design, implementation, evaluation, and
improvement.

The risk management process is a
form of systematic implementation of
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risk management policies, procedures
and practices. Organizational behavior
and culture must be considered as a
dynamic variable during the process of
implementing risk management. The risk
management process according to ISO
31000: 2018 consists of communication
and consultation; determination of scope;
context and criteria; risk assessment; risk
treatment; monitoring and review; and
also recording and reporting.

Fraud Risk Management
In line with ISO 31000: 2018, COSO:
2013 has outlined the standards of the
components of the framework as well as
internal control principles which generally
consist of 5 components and 17 principles:
1) Control Environment
1. Demonstrates  commitment  to
integrity and ethical values
2. Exercises oversight responsibility
3. Establishes structure, authority, and
responsibility
4. Demonstrates
competence
5. Enforces accountability
2) Risk Assessment
Specifies suitable objectives
Identifies and analyzes risk
Assesses fraud risk
Identifies and analyzes significant
change
3) Control Activities
10. Selects and develops control activities
11. Selects and develops general controls
over technology
12. Deploys through policies
procedures
4) Information & Communication
13. Uses relevant information
14. Communicates internally
15. Communicates externally.
5) Monitoring
16. Conducts ongoing and/or separate
evaluations
17. Evaluates
deficiencies

COSO: 2016 regulates guidelines in
fraud risk management. The principles

commitment to

O 0N

and

and comimunicates

adopted in fraud risk management are

related to COSO: 2013, while the principles

in fraud risk management are as follows:

1) The organization establishes and com-
municates a fraud risk management
program that demonstrates the expec-
tations of the board of directors and
senior management and their com-
mitment to high integrity and ethical
values regarding managing fraud risk.
In COSO: 2013 this principle is related
to the Environmental Control compo-
nent.

2) The organization performs compheren-
sive comprehensive fraud risk assess-
ment to identify specific fraud schemes
and risks, assess their likelihood and
significance, evaluate existing fraud
controls activities, and implement ac-
tions to mitigate residual fraud risks.
In COSO: 2013 this principle is related
to the Risk Assessment component.

3) The organizations selects, develops,
and deploys preventive and detective
fraud control activities to mitigate the
risk of fraud events occuring or not
being detected in a timely manner. In
COSO: 2013 this principle is related to
the Control Activity component.

4) The organization establishes a commu-
nication process to obtain information
about the potential fraud and deploy a
coordinated approach to investigation
and corrective acPtion to address fraud
appropriately and in a timely manner.
In COSO: 2013 this principle is related
to the Information and Communica-
tion component.

5) The organization selects, develops, and
performs ongoing evaluations to ascer-
tain wheter each of the five principles
of fraud risk management is present
and functioning and communicates
Fraud Risk Management Program de-
ficiencies in a timely manner ti parties
responsible for taking corrective action,
including senior management and the
board of directors. In COSO: 2013 this
principle is related to the Monitoring
component.

Fraud Risk Assessment
Fraud risk assessment in detail is described
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in COSO: 2016. A comprehensive
approach needs to be applied in fraud risk
assessments within the organization. In
implementing the fraud risk assessment,
there are 12 main focuses that must be
considered as follows:

1) The manager must contribute as part of
the team in the fraud risk assessment.

2) Fraud risk assessment is conducted at
all levels in the organizational struc-
ture.

3) Fraud risk assessment needs to iden-
tify the internal and external context of
the organization.

4) Fraud risk assessment must identify all
potential fraud in the organization

5) Fraud risk assessment must specifical-
ly identify the override controls of each
manager.

6) Fraud risk assessment estimates the
possibility of risk occurrence and the
magnitude of the risk impacts that will
be caused.

7) Fraud risk assessment must assess the
overall behavior of employees that
have the potential to meet all aspects of
triangle fraud.

8) Fraud risk assessment identifies the
level of fraud control that has been ap-
plied in an organization.

9) Fraud risk assessment determines the
appropriate response in dealing with
fraud risk.

10) Fraud risk assessment is conducted
based on the right data and techniques
in assessing and determining the ap-
propriate risk fraud response.

11) Fraud risk assessment is conducted pe-
riodically and sees changes that occur
in fraud risk.

12) Fraud risk assessment must be docu-
mented.

The steps for implementing the fraud
risk assessment are as follows: determine
the team in implementing the fraud risk
assessment; identify all fraud schemes
and fraud risks; estimate the level of
occurrence and significance of the fraud
risk scheme; determine all employees and
organizational structures that have high
potentialforfraud triangle;identify thelevel
of internal control and effectiveness; make

appropriate assessments and responses to
residual risk; determine the risks that need
to be mitigated; document the results of
risk assessments; do periodically, take the
fraud risk assessment step again to assess
changes.

Stakeholders Analisis

According to Eden & Ackermann: 1998, by
identifying the level of influence (power)
of stakeholders in an organization and
the level of interest of stakeholders in an
organization, the organization can group
stakeholders according to the appropriate
treatment for each group of stakeholders.
Eden & Ackermann: 1998 simplifies the
way in analyzing stakeholders in the form
of a matrix as follows:

Stakeholders Matrix
L")
=~ Quadrant IT Quadrant I
3
5.
B
ki Quadrant IV Quadrant I
1 2 3 4 5
Level of inferest
Figure 1

Stakeholders matrix

Stakeholders in quadrant I are Key
players. With a high level of interest
and a high level of power towards the
organization, the organization needs to
meet expectations and always report
developments to stakeholders in this

quadrant. The right treatment for
stakeholders in quadrant I is “manage
closely”.

Stakeholders in quadrant II are

stakeholders who have a high level of
power towards the organization, but the
level of interest is low. The thing that
needs to be fulfilled by the organization
towards stakeholders in quadrant II is to
always fulfill all expectations. Thus, the
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right treatment for these stakeholders is
“keep satisfied”.

Stakeholders in quadrant III are
stakeholders who have a high level
of interest, but the power level of
stakeholders in the organization is low.
The needs of stakeholders in this quadrant
are organizational informations and
developments. The right treatment for
these stakeholders is “keep informed”.

Stakeholders in quadrant IV are
stakeholders who are categorized as
stakeholders who have the lowest priority.
Stakeholders have a low level of power and
interest for the organization. Organizations
only need to monitor all forms and actions
of stakeholders in this category.

Dimension of National Culture

According to Hofstede: 1983, culture is

part of the conditions we feel together

in one nation, region, or group. Culture

influences the ability of the community

to manage the organization well. In his

writing, Hofstede divides into 4 cultural

dimensions:

1) Large or small power distance (Dimen-
sion 1)
This dimension measures how people
perceive and accept power differences.
In cultures with great power distance,
individuals tend to accept autocratic
or paternalistic power relations. How-
ever, in cultures that have little power
distance, individuals will accept more
democratic power relations.

2) Individualism vs. collectivism (Dimen-
sion 2)
In individualist culture, individuals
tend to develop and display their per-
sonalities and choose their own affilia-
tions. In the culture of collectivism, in-
dividuals are defined as members of a
group on a long-term basis.

3) Masculinity vs. Femininity (dimension
3)
This cultural dimension is closely re-
lated to the different attributes of tra-
ditional gender regulations. Mascu-
line culture is expected to have higher
competitiveness, firmness and accu-
mulation of wealth. While feminine

culture is expected to have an attitude
in respecting relationships and a better
quality of life.

4) Avoidance of uncertainty: weak vs.
strong (Dimension 4)
This dimension measures the attitude
of a community in dealing with risk. In
cultures with a strong level of avoid-
ance of uncertainty, individuals tend
to prefer explicit rules and structured
formal activities. Conversely, in cul-
tures with a degree of avoidance of
weak uncertainty, individuals prefer
flexible rules and informal activities.

In subsequent studies, Hofstede &
Bond: 1988 developed the 5th cultural
dimension:

5) Long term orientation (Dimension 5)
This dimension measures the value as-
sociated with the future. The opposite
of this dimension is short-term orien-
tation, which is described as a society
that prioritizes tradition, fulfills social
expectations, and maintains the cur-
rent state (status-quo).

In his research, Hofstede: 1993
compared scores in ten countries related
to these 5 dimensions (America, Germany,
Japan, France, Netherlands, Hong Kong,
Indonesia, West Africa, Russia and China),
with the following results (Tabel 1).

3. METHOD

Sample Selection

The organization that will be discussed in
this case study is one of the organizations
engaged in industrial supervision. The
government-owned organization formed
by this Law has a vision of being a trusted
supervisory institution, protecting the
interests of consumers and society, and
being able to realize the industry as a
pillar of national economy that is globally
competitive and can promote public
welfare. The organization’s mission is to
realize the implementation of all activities
intheindustry onaregular, fair, transparent
and accountable basis; realize a financial
system that grows sustainably and stably;
protect the interests of consumers and
society.
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Table 1

Comparison of Cultural Dimensions in 10 Countries

Country Dimension1 Dimension2 Dimension3 Dimension4 Dimension5

America 40 91 62 46 29
Germany 35 67 66 65 31
Japan 54 46 95 92 80
Franch 68 71 43 86 30
Netherland 38 80 14 53 44
Hong Kong 68 25 57 29 96
Indonesia 98 14 46 48 25
West Africa 77 20 46 54 16
Russia 95 50 40 90 10
China 80 20 50 60 118

Average 65,3 48,4 51,9 62,3 47,9

Source: Data Process

This organization is led by a collective
collegial group, which in this study is called
the Supreme Leader. By adhering to a one-
tier system, where the Commissioners also
act as executors of operational activities,
this organization is equipped with 3,880
employees and spread across 35 cities
in Indonesia. The level of bureaucratic
positions in this organization consists of 9
levels besides the highest leadership.

The tasks, functions, and authority
carried out by this organization are
divided into 2 parts, namely tasks and
functions related to the technical field
of the organization, and the tasks and
functions that are supporting in running
the organization. The work units that carry
out the tasks and functions included in the
technical field of the organization are as
follows:

1) Industrial Regulations and Supervi-
sion

Industrial regulation and supervision

are divided into 3 major groups,

namely sector 1, sector 2, and sector

3. In this regulation and supervision

unit, employees carry out periodic

monitoring tasks on: industry reports,
industrial contribution amounts, and
keep the industry compliance with the
regulation. The industrial licensing and
drafting of the industrial regulation
concept were also carried out by the

2)

3)

)

supervisors. In addition, this section
also provides data and other statistical
information related to each industry.
Integrated Regulation and Supervision
Integrated regulation and supervision
focuses more on industrial supervision
that runs business units in all major
sectors as described in number 1.
Employees who carry out activities
in this unit only carry out periodic
monitoring of industrial activities in
an integrated manner and carry out
supervision in terms of crisis early
warning system.

Industrial Investigation

Some industries that violate the
regulation will be investigated by
investigators who are under this unit.
The report on industrial violations
was carried out by the Industrial
Regulation and Supervision unit and
then carried out an investigation by
the Industrial Investigation unit
Consumer Education and Protection
In consumer education and protection,
employees monitor and work together
with the industry to increase the
level of public understanding of the
industry. In addition, this unit can also
be a mediator in the event that disputes
between industry and industrial
consumers cannot be handled further
in their respective industries.
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The tasks and functions of this
organization ~which are supporting
functions consist of seven work units.
Some of these units, most of them, only
carry out the task of developing policy
tools and compilation, while daily
planners, implementers, and supervisors
were distributed to each work unit. The
seven units are:

management. Logistics units carry
out procurement of office supplies
such as office buildings, work spaces,
office stationery, and so on. In carrying
out its duties, the logistics unit is
assisted by the sixth level manager
that has specialists in identifying non-
information technology assets and
office equipment needs.

1) Organization and Human Resources 3) Management of Information Systems
(HR) Management In supporting its activities,
The organization and HR management organizations form an information
unit establishes the organizational system management unit as a unit
structure and recruitment, placement, that will create information systems
and payroll of HR. The implementation needed. Every work unit submit the
of activities related to the fulfillment of user requirements of the information
effective formations prioritized from system requirements to support their
the recomendation of each work unit. duties, and the information system
HR management, such as attendance management unit that will develop
monitoring activities, HR facilities, the system or conduct a development
recommendations ~ for  imposing system auction. In addition to
sanctions, Individual Performance the procurement of information
Indicators assessment, are monitored systems, this unit is also tasked
and implemented in each work unit. with the procurement of equipment

2) Strategic and Logistics Management and information technology assets.
Strategic management functions as a This procurement is based on
unit that implements and monitors the identification of the needs of
balancedscorecardsintheorganization. information technology equipment
This unit formulates the direction of the and assets identified by each work unit.
organization’s strategy map and then 4) Financial Management
formulates its performance indicators. Financialmanagementisamanagement
These performance indicators are that is spread in each work unit. The
submitted from each work unit which central unit of Financial management
in the implementation are assisted by publishes the financial statements of
KPI's managers in each work unit. The the organization, however, budget
KPI's manager also regularly monitor planning, budget execution, and
the achievement of performance budget accountability are delegates to
indicators and report to strategic each work unit.

Level of impack
Heatmapof Risk Level 1 2 3 4 5
Verylow low Medium High Very High

E" 5 Very High

% 4 High

f 3 Medium

=

= 2 Low

z 1 Very low

Figure 2

Heat Map Penilaian Risiko
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Legal Unit

The Legal Unit has the task of
harmonizing regulations. Each work
unit identifies and designs its own
regulatory needs to support its work.
Regulatory design is made up to a
clean draft that is ready to be issued
as a regulations. This clean draft will
be take some legal review by the legal
unit before it is signed. In addition to
legal review, the legal unit also assists
employees who carry out their duties
in the organization in connection with
judicial cases (both as witnesses and
defendants)

Training Agency

The Training Agency organizes
employee development programs in
the form of in-house training, domestic
non-in-house training, foreign non-in-
house training, scholarships, employee
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Eksternal and Internal Stakeholders Matrix

assessments, and industrial training
activities as a form of industrial
contribution return programs. In
carrying out its duties, the education
and training body is assisted by
learning partners spread across all
work units. Learning partners carry
out learning need analysis in each
work unit, and then sent to the training
agency to be adjusted to the availability
of the budget. Effective monitoring is
also carried out by learning partners
and Training Agency together.
Internal Audit and Risk Management
Internal ~ Audit  reassesses  the
compliance, control effectiveness, and
work efficiency of each work unit.
The assessment activities by internal
audits are conducted periodically
using sampling and risk based audit

techniques. The risk management
Internal Stakehalders Matrix
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unit formulates the risks that will
be faced by the organization for the
next one year. Risk Management unit
is assisted by the risk officer in each
work unit. In addition to participating
in organizational risk formulation,
the risk officers also carry out risk
identification of work units and
monitor risk mitigation in their work
units. The risk management unit also
coordinates self assessment control
and quality assurance in each work
unit assisted by the Quality Officer in
each work unit.

Risk management in this organization
prioritizes risk management with a very
high level of risk impact. This can be seen
from the matrix policy assessing the level
of risk set by the organization for use at
the internal of the organization. The risk
assessment matrix assesses all risks to be
very high and becomes a top priority when
these risks have a very high risk impact
even though these risks are very rare.

The organization also applies a zero
tolerance policy for fraud risks. There
is no fraud risks who have a low and
very low risk level. All fraud risk in this
organization has a level of likelihood and
impact with a level of “Medium”, “High”,
or “Very High” (Figure 2).

Currently, fraud handling has been
carried out through whistle blowing
systems, gratuity control programs,
LHKPN (report on the assets of state
officials) management, integrity surveys,
and investigative / prosecution audits. In
addition, fraud risk management will also
be applied to this organization next year.

Research Methodology

To identify inherent fraud risk, the steps to

be taken are:

1) Conduct an analysis of internal and ex-
ternal contexts

2) Identifying fraud schemes in each of
the main tasks

3) Calculating the level of likelihood of
risk events

4) Calculate the level of significance / im-

Table 2
Fraud Schemes on Organizations

Fraud Potential Scheme based on ACFE grouping: 2018a Initial Risk
Corruption Conlflict of interest in procurement R11
Conlflict of interest in supervisory R1.2
Conlflict of interest in licensing R13
Conlflict of interests in external regulatory R.1.4
Conflict of interests in internal arragement R.1.5
Conlflict of interests in Enforcement/inspection R.1.6
Bribes by third parties R.1.7
Bribes by internal parties R1.8
Illegal gratuity by 3rd party R.19
Illegal gratuities by internal parties R.1.10
Extortion to 3rd party R.1.11
Extortion to internal parties R.1.12
Asset  Misappropria- Misuse of assets R21
tion Theft of assets R22
Theft in assets distribution R23
Fictitious payments R24
Financial Statement Improper assets valuation R3.1
Fraud Improper revenues valuation R.3.2

Source: Data Process
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Table 3
Inherent Fraud Risk Level
Initial Risk Likelihood Level  Significance Level inherent fraud risk Level

R1.1 4 3 High
R1.2 3,5 5 Very High
R.1.3 4 5 Very High
R1.4 4 5 Very High
R15 5 3 High
R.1.6 4 5 Very High
R.1.7 5 4 Very High
R1.8 4 3 High
R19 5 4 Very High
R.1.10 4 3 High
R1.11 5 5 Very High
R1.12 4 3 High
R21 4 3 High
R22 4 3 High
R23 3 3 Medium
R24 4,5 3 High
R.3.1 3 5 Very High
R.3.2 3,5 5 Very High

Source: Data Process

pact of risk
5) Mapping the level of inherent fraud
risk in the heat map

4. RESEARCH RESULT AND
DISCUSSION

Eksternal and Internal context

Assumptions:

each work unit has the following general

tasks:

1) All work units have the authority to
procure goods/services related to their
respective main tasks. For this reason,
all work units have the potential for
fraud in the scheme of conflict of in-
terest in the procurement of goods /
services, bribes by third parties, illegal
gratuities by third parties, extortion
to third parties, and payments to ficti-
tious vendors.

2) All work units have the authority to
manage their assets and inventories.
For this reason, all work units have the
potential for misuse of asset and theft
in assets.

3) All work units manage risk in their re-

spective work units, for which all work
units have the potential for fraud in the
scheme of conflict of interest in internal
arrangements.

From each fraud scheme that has
been identified, the possibility of fraud
risk is calculated by considering several
assumptions as follows:

1) Based on the zero tolerance policy, the
level of occurrence for fraud risk is
“Medium”, “High”, and “Very High”.

2) The parameters of the likelihood level
of fraud scheme based on the percent-
age of the appearance of fraud schemes
in the work unit are as follows:

a) Likelihood of fraud risk schemes

administered by all work units has
a “Very High” level of occurrence
©)

b) Likelihood of fraud risk schemes
administered by 50% <work units
<100% have a level of “High” oc-
currence (4)

c) Likelihood of fraud risk schemes
administered by 50% of work units
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Inherent Fraud Risk Level

or lacking have a level of “Medi-

um” occurrence (3)
The parameters of the likelihood level
of fraud scheme based on the party
implementing the fraud scheme in the
work unit are as follows:
a) Likelihood of fraud risk schemes
carried out by internal stakehold-
ers in quadrant I and / or II has a
“Very High” level of occurrence (5)
Likelihood of fraud risk schemes
carried out by internal stakehold-
ers in quadrant III has a level of
“High” occurrence (4)
Likelihood of the fraud risk scheme
carried out by internal stakehold-
ers in quadrant IV has a level of
“Moderate” occurrence (3)
The level of total likelihood is the aver-
age of the likelihood level based on the
percentage of the appearance of fraud
schemes in work units with the likeli-
hood level based on the party imple-
menting the fraud scheme in the work

b)

unit.
The significance level of the fraud risk

is carried out in order to see how much
impact the risk will cause if the risk of
fraud occurs. For each fraud scheme that
has been identified, the significance level
of the fraud risk can be calculated by
considering the following assumptions:

1)

2)

Based on the zero tolerance policy, the
significance level for fraud risk is “Me-
dium”, “High”, and “Very High”.
Significance of fraud risk schemes that
directly affect external stakeholders in
the first and second quadrants have a
“Very High” level of occurrence (5)
Significance of fraud risk schemes that
directly affect external stakeholders in
quadrant IIT have a “High” level of oc-
currence (4)

Significance of fraud risk schemes that
directly affect external stakeholders in
quadrant IV have a level of “Moder-
ate” occurrence (3)

Significance of fraud risk schemes that
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directly affect the organization’s oper-
ational activities have a level of “Mod-

erate” occurrence (3)

5. CONCLUSION

Factors that can influence inherent fraud
risk in an industrial supervision are as
follows: (1) Main tasks of the work unit
in the organization. (2) Organizational
context. (3) Percentage of appearance of
fraud schemes in work units. (4) Executor

Yulia Nurlita and Edward Tanujaya, Inherent Fraud Risk Assessment

of work in the work unit tasks. (5) Level
of influence of external stakeholders. The
order of the main tasks with the number
of fraud risk schemes can be presented
as follows. The main task of information
system management has the most fraud
risk scheme among other main tasks, this
is because of the duties and authority
in managing information systems also
contain tasks related to the procurement
of goods and services. In addition, the

Table 4
Fraud Schemes Based On Main Task

Number Main Task Count of Fraud Schemes
1 Management of Information Systems 10
2 Logistics Management 9
3 Industrial Supervisory 6
4 Industrial Licensing 4
5 Integrated Supervisory 4
6 Industrial Investigation 4
7 Internal audit 4
8 Industrial regulatory 3
9 Integrated regulatory 3
10 Consumer Protection 3
11 Human Resources (HR) Management 3
12 Financial Management 2
13 Legal 2
14 Training Agency 2
15 Consumer education 1
16 Organization Management 1
17 Strategic Management 1
18 Risk Management 1

Source: Data Process

Table 5
Fraud Schemes Based On Work Unit

Number Work Unit Count of Fraud Schemes
1 Industrial Regulations and Supervision 13
2 Internal Audit and Risk Management 12
3 Organization and Human Resources (HR) Management 11
4 Integrated Regulation and Supervision 10
5 Strategic and Logistics Management 10
6 Management of Information Systems 10
7 Industrial Investigation 9
8 Financial Management 9
9 Legal Unit 9
10 Consumer Education and Protection 8
11 Training Agency 8

Source: Data Process
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management of information systems must
also manage and distribute information
systems in the organization. The Industrial
Regulatory and Monitoring Unit has the
highest number of potential fraud schemes
compared to other work units. This is
because this unit carries 6 main tasks,
namely related to industrial regulation,
industrial supervision, industrial licensing,
financial management, asset management,
and risk management (Table 5).

Implication

Identification of inherent fraud risk is
the first step in implementing fraud risk
assessment. Thus, the organization needs
to continue at the stage of assessing
internal control for each of the main tasks
in order to obtain the level of residual
fraud risk. The residual risk level for fraud
is needed by the organization to determine
the appropriate handling in order to avoid
fraudulent schemes.

Suggestions
Some of the options that the organization
can choose in order to minimize fraud

risk as described above are as follows:
(1) Reducing residual risk with reliable
internal controls. (2) Reducing inherent
fraud risk: centralizing the implementation
of logistical tasks, and / or restructuring
organizations, especially the Industrial
Regulatory and Supervision unit

Limitations

This study has limitations that require
improvement and development in
subsequent studies. Some limitations of
this study include: (1) This study assesses
inhrent fraud risk in the organizational
structure without distinguishing the
authority of each leadership level. The
suggestion for further research is to carry
out a more detailed assessment of inherent
fraud risk for each official’s authority and
executor in it. (2) In the organizational
structure, the industrial regulation and
supervision unit is divided into 3 units
in accordance with the type of industry
that they supervise. This study does not
distinguish cultures from each type of
industry. The culture of each type of
industry can also influence inherent fraud

Table 6
Inherent Fraud Risk Priority List

Number Fraud Schemes Level of Inherent Fraud Risk
1 Extortion to 3rd party Very High
2 Conflict of interest in licensing Very High
3 Conflict of interests in external regulatory Very High
4 Conflict of interests in Enforcement/inspection Very High
5 Conflict of interest in supervisory Very High
6 Improper assets valuation Very High
7 Improper revenues valuation Very High
8 Bribes by third parties Very High
9 Illegal gratuity by 3rd party Very High
10 Conflict of interests in internal arragement High
11 Conflict of interest in procurement High
12 Bribes by internal parties High
13 Illegal gratuities by internal parties High
14 Extortion to internal parties High
15 Misuse of assets High
16 Theft of assets High
17 Fictitious payments High
18 Theft in assets distribution Medium

Source: Data Process
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risk in this organization. Thus, for further
research, it can conduct more in-depth
research related to the cultural aspects of
each industry that are monitored. (3) This
research stops at the stage of identifying
inherent fraud risk. The risk level in the
results of this study cannot be used in the
risk handling process. The next step that
needs to be assessed is the effectiveness
of internal control of each process in the
main task. The assessment of the internal
control effectiveness can be done by audit
techniques and self assessment by each
related work unit. Suggestions for further
research is to assess the effectiveness of
internal controls in this organization,
so that the level of residual risk and the
appropriate form of treatment for each
fraud risk can be assessed.
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